Subject: COMPUTER NETWORK DEFENSE (CND) IN SUPPORT OF ONGOING OPERATIO NS

UNCLAS ALARACT 005/2003 


SUBJ:COMPUTER NETWORK DEFENSE (CND) IN SUPPORT OF ONGOING OPERATIONS REF/MSG/ DACS-ZB/160453ZJAN01, SUBJECT: INFORMATION ASSURANCE VULNERABILITY ALERT (IAVA) COMPLIANCE 


1. ONGOING INTRUSIONS INTO ARMY SYSTEMS AND NETWORKS CONTINUE TO 
EXPOSE THE CHRONIC LACK OF ATTENTION PAID TO CND REQUIREMENTS. 
PARAS BELOW OUTLINE INFORMATION ASSURANCE VULNERABILITY ALERT (IAVA) ACTIONS, PORTS AND PROTOCOL USAGE, AND WEB SITE PROTECTIVE MEASURES THAT MUST BE TAKEN TO CORRECT THIS SITUATION. 


2. IAVA IS THE DOD PROCESS THAT MANDATES HOW COMPUTER 
VULNERABILITIES ARE IDENTIFIED AND CORRECTED. THE VICE CHIEF OF 
STAFF ARMY (VCSA) MADE IT CLEAR IN REF THAT IAVA COMPLIANCE IS A 
FORCE PROTECTION ISSUE AND A COMMANDER'S RESPONSIBILITY. 
COMMANDERS MUST BE PERSONALLY INVOLVED AND TAKE WHATEVER STEPS ARE REQUIRED TO ENSURE THAT THEIR INFORMATION ASSURANCE (IA) PERSONNEL ARE TRAINED AND HAVE APPLIED FIXES TO KNOWN 
VULNERABILITIES. CONTINUED COMMAND INVOLVEMENT AND RESPONSIBILITY FOR FIXING IAVAS IS PARTICULARLY IMPORTANT TO PROTECT THE NETWORKS THAT CARRY THE ARMY'S COMMAND AND CONTROL (C2), LOGISTICS, AND PERSONNEL DATA. 


A. TO MORE EFFICIENTLY SECURE ARMY SYSTEMS TO SUPPORT ONGOING 
OPERATIONS, THE FOLLOWING THREE CATEGORIES OF IAVAS HAVE BEEN 
CREATED. THE IA VULNERABILITY BULLETINS LISTED IN THE CATEGORIES 
BELOW ARE NOW RAISED TO THE STATUS OF IAVAS. COMMANDERS WILL 
RE-VERIFY, IN CATEGORY ORDER, THAT IAVA VULNERABILITIES ARE 
CORRECTED AND REPORT THEIR STATUS IAW PARA 2C. COMMAND IA PERSONNEL MUST PAY PARTICULAR ATTENTION TO SYSTEMS THAT HAVE MULTIPLE REMOVABLE HARD DRIVES OR ARE OR WERE OCCASIONAL-USE SYSTEMS SUCH AS THOSE USED IN A TACTICAL SETTING, IN DEPLOYMENT CENTERS AND TAX CENTERS. MANY OVERLOOKED SYSTEMS ARE EMBEDDED IN TACTICAL SHELTERS (I.E. ROUTERS, SWITCHES, TACLAN BOXES, AV AND VTC SYSTEMS). SECURITY SCANNERS AND TOOLS ARE AVAILABLE TO ASSIST IN ACCOMPLISHING THE IAVA MISSION. 


CATEGORY 1 IAVAS: 
IAVA VULNERABILITY 
A2002-0004 TELNET (REMOTE ACCESS) 
A2002-0003 SSH (REMOTE ACCESS) 
B2002-0014 SQL (DATABASE) 
A2002-0007 IIS (WEB) 
A2002-0009.1 SSL (WEB) 
B2002-0006 WIN NT/200 (NULL PASSWORD) 
A2001-0006 TELNET (REMOTE ACCESS) 
B2002-0003 TELNET(REMOTE ACCESS) 
B2002-0017 SQL (DATABASE) 
A2002-0002 IE (WEB/EMAIL) 
A2002-0005 IE (WEB/EMAIL) 
A2002-0008 APACHE (WEB) 
A2002-0010 MDAC (WEB) 
A2001-0012 IPLANET (WEB) 
B2002-0012 PHP (WEB) 
B2002-0013 IPLANET (WEB) 


CATEGORY 2 IAVAS: 
IAVA VULNERABILITY 
A2001-0003 DOS/DDOS 
B2002-0016 RPC (APPLICATIONS) 
A2001-0004 RPC (APPLICATIONS) 
B2002-0018 SSH (REMOTE ACCESS) 
A2001-0002 FTP (FILE TRANSFER) 
B2002-0004 FTP (FILE TRANSFER) 
A2002-0011 BIND (DNS) 
A2001-0014 SMAP 
A2001-0009 MIME (WEB/EMAIL) 
A2001-0007 SNMP (REMOTE MANAGEMENT) 
2002-B-SNMP-0001 SNMP (REMOTE MANAGEMENT) 
2002-B-SNMP-0002 SNMP (REMEOTE MANAGEMENT) 


CATAGEORY 3 IAVAS ARE ALL ACTIVE IAVAS NOT LISTED ABOVE.

 
B. THE COMPLIANCE REPORTING DATABASE (CRD) IS USED TO REPORT ARMY 
COMPLIANCE TO DOD AND TO SENIOR ARMY LEADERS. A NUMBER OF COMMANDS DO NOT HAVE ALL THEIR SUBORDINATE UNITS/ACTIVITIES REGISTERED IN THE CRD AND ARE NOT REPORTING THEIR IAVA COMPLIANCE STATUS. THIS IS NOT ACCEPTABLE. COMMANDERS AT ALL LEVELS CAN DEMONSTRATE PERSONAL INVOLVEMENT BY HAVING THEIR IA OFFICERS BRIEF THEM REGULARLY ON THEIR COMMAND'S STATUS AS REPORTED IN THE CRD. 


C. IAVA COMPLIANCE MUST BE REPORTED VIA THE CRD: 
HTTPS://INFORMATIONASSURANCE.US.ARMY.MIL. (YOU MUST BE A REGISTERED AKO USER). YOU WILL BE ASKED FOR YOUR AKO USER NAME AND PASSWORD. AFTER ENTERING YOUR AKO USERNAME AND PASSWORD, YOU WILL SEE THE INFORMATION ASSURANCE WEBSITE. CLICK THE IAO LOGIN BUTTON (UPPER RIGHT) AND THE IAO LOGIN PAGE WILL APPEAR. IF YOU DO NOT KNOW HOW OR WHO TO REPORT YOUR IAVA STATUS TO, GO TO THE REPORTING INSTRUCTIONS BOX. FOR ADDITIONAL ASSISTANCE DURING DUTY HOURS EASTERN STANDARD TIME CONTACT THE NETCOM CIO/G-6 IA OFFICE, COM 703-607-5886 (DSN 327), EMAIL: RALPH.LOWENTHAL@US.ARMY.MIL, OR (24 HOUR OPERATIONS) THE ARMY COMPUTER EMERGENCY RESPONSE TEAM (COM 703-706-1113 (DSN 235), EMAIL: ACERT@1STIOCMD.ARMY.MIL 

3. TO FURTHER SECURE NETWORKS DOD WILL SOON BEGIN BLOCKING 
PORTS/PROTOCOLS/SERVICES (PPS) THAT ARE NOT USED FOR MILITARY 
OPERATIONS AND HAVE BEEN IDENTIFIED AS DETRIMENTAL TO THE SECURITY OF MILITARY NETWORKS AND SYSTEMS. BLOCKS WILL BE IMPLEMENTED AT THE DEFENSE INFORMATION SYSTEMS AGENCY (DISA) CONTROLLED INTERNET/NIPRNET GATEWAYS ON INBOUND TRAFFIC. DISA WILL NOT BLOCK WHAT HAVE BEEN DETERMINED TO BE OPERATIONALLY REQUIRED PORTS. TO PRECLUDE DISA FROM INADVERTENTLY BLOCKING AN OPERATIONAL PORT, ARMY WILL BEGIN COLLECTING PPS USAGE INFORMATION REGARDING OPERATIONALLY REQUIRED SYSTEMS. PRIOR TO DISA'S IMPLEMENTATION OF PORT BLOCKS, SYSTEM PROPONENTS MUST IDENTIFY AND REPORT PPS REQUIREMENTS SO THAT SPECIFIC INFORMATION IS AVAILABLE TO DISA AND THE ARMY NETWORK OPERATIONS AND SECURITY CENTER (ANOSC). ANOSC SERVES AS THE SINGLE POC FOR THE ARMY TO DISA AND JTF-CNO. COMMANDS AND ACTIVITIES MUST CONTACT THE THEATER NETWORK OPERATIONS AND SECURITY CENTER (TNOSC) 
SERVICING YOUR COMMAND TO REMEDY SYSTEM FAILURES DUE TO PORT 
BLOCKING. PPS REPORTING REQUIREMENTS, PROCEDURES, AND POINTS OF 
CONTACT (POC) WILL BE PROVIDED UNDER SEPARATE COVER. 


4. ARMY WEB SITES MUST BE PROTECTED BY PLACING THEM BEHIND AN ARMY REVERSE WEB PROXY SERVER. WEB SITE SYSTEM ADMINISTRATORS MUST REGISTER IN THE IAVA CRD BEFORE A WEB SITE IS PUT BEHIND A PROXY SERVER. IN ADDITION, ARMY WEB SITES MUST BE REGISTERED IN 
ACCORDANCE WITH ARMY AND DOD WEB POLICY ON THE GOVERNMENT 
INFORMATION LOCATOR SERVICE (GILS) WEB PAGE, 
HTTP://SITES.DEFENSELINK.MIL. ALL ARMY ACTIVITIES WITH WEB SITES 
NOT PROTECTED BEHIND A REVERSE WEB PROXY SERVER ARE TO CONTACT THE ARMY PROXY TEAM, COM 520-538-1319/1303 (DSN 879), 24 HOUR NUMBER EXT 2482, EMAIL: RCERTC PROXYSECTION@RCERTC.ARMY.MIL 


5. WE MUST FIX WHAT WE KNOW IS BROKEN -- LACK OF ATTENTION PAID TO 
CND REQUIREMENTS. DEFENSE OF THE ARMY'S C2 NETWORKS IS ESSENTIAL TO MISSION ACCOMPLISHMENT. 


6. ARMY CRISIS ACTION TEAM POC: CIO/G-6, LTC MAJOR, NIPR: 
UAASAIS@HQDA-AOC.ARMY.PENTAGON.MIL , SIPR: AASAIS@HQDA.ARMY.SMIL.MIL , DSN (312) 227-8702 COMM (703) 697-8702 
EXPIRATION DATE CANNOT BE DETERMINED 

