25 March 2003

MEARNG Reg. 381-10



MEANG Inst. 14-104

DEPARTMENT OF 

DEFENSE, VETERANS & EMERGENCY MANAGEMENT

Military Bureau

Headquarters, Maine Army National Guard 

Camp Keyes, Augusta, Maine 04333-0033
      





                                               25 March 2003
Military Intelligence

MAINE ARMY NATIONAL GUARD ARMY INTELLIGENCE OVERSIGHT PROGRAM

MAINE AIR NATIONAL GUARD INTELLIGENCE OVERSIGHT PROGRAM

The word “he” and/or “soldier/airman” when used in this regulation represents both the masculine and feminine genders unless otherwise indicated.

	
	Paragraph
	Page

	PURPOSE
	1
	1

	DEFINITION
	2
	1

	REFERENCES
	3
	2

	APPLICABILITY
	4
	2

	RESPONSIBILITIES
	5
	2

	INTELLIGENCE TRAINING
	6
	5

	INTELLIGENCE OPERATIONS
	7
	5

	
	
	


1.  PURPOSE.  This regulation is published to support requirements of Executive Order (EO) 12333, Conduct of Intelligence Activities.  This regulation along with references listed below describe and define Army and Air policy regarding National Guard operations to collect information on United States (US) persons.  Executive Order 12333 provides implementing instructions and attempts to strike a balance between the rights of US persons and the Government’s legitimate need for essential information.  The EO does this by ensuring:

a. Protection of an individual’s constitutional rights and privacy.

b. Collection of essential authorized information by the least intrusive means possible.

c. Dissemination of information limited to lawful government purposes.

2. DEFINITION.  The definition of a US person:

a. A United States citizen.

b. An alien known by the Department of Defense (DoD) intelligence component to be a permanent resident alien.

c. An unincorporated association substantially composed of United States citizens or pertinent resident aliens.

d. A corporation incorporated in the United States.

3. REFERENCES.

a. EO 12333, Executive Order No. 12333 of United States Intelligence Activities. (EO 12333 has been published as Appendix D to AR 381-10.)

b. DoD 5240.1, DoD Intelligence Activities

c. DoD 5240-R, Procedures Governing the Activities of DoD Intelligence Components that Affect United States Persons.

d. DoD 5200.27, Acquisition of Information Concerning Persons and Organizations not Affiliated with the Department of Defense.

e. AR 20-1, Inspector General Activities and Procedures.

f. AR 381-10, US Army Intelligence Activities, 1 Aug 84.

g. AR 381-20 US Army Counterintelligence Activities, 15 Nov 93.

h. AR 525-13 Antiterrorism, 4 Jan 02

i. AFI 14-104, Conduct of Intelligence Activities.

j. AFI 14-105, Intelligence Mission and Responsibilities.

k. AFI 90-201, Inspector General Activities.

l.  NGR (AR) 500-1/ANGI 10-8101, Military Support to Civil Authorities.

4.  APPLICABILITY.  All MAINE National Guard (MENG) personnel involved in intelligence or intelligence related activities, counterintelligence and anti-terrorism.

5.  RESPONSIBILITIES.  

     a.  All MENG organizations and activities performing an intelligence mission or having an intelligence office (Battalion S-2) will comply with the Intelligence Oversight (IO) Program.  The basic tenet of this plan is to enforce the knowledge that MENG personnel are not authorized to collect or maintain files or records containing information on US persons.

     b.  The Primary IO Monitor for the Maine National Guard is [The primary and alternate IO monitors will be positions designated by the TAG.  In most states/territories, the IO monitors are located within the Plans, Operations, and Military Support Office (POMSO).  The primary and alternate IO monitors will be placed on duty orders.] Duty appointment orders will be published and signed by The Adjutant General.

     c.  Maine Army National Guard (MEARNG)
           (1)  Establish and execute an IO Program IAW AR 381-10.

           (2)  Provide the State Inspector General with Duty Appointment orders for the primary and alternate MEARNG IO monitors.

           (3)  Ensure intelligence training is conducted IAW AR 381-10.

           (4)  Provide dates of scheduled IO Inspections by higher headquarters.

           (5)  Provide an IO report Not Later Than the 15th day of the last month of each quarter to the State IG for inclusion into the State Quarterly IO Report.

           (6)  Report any questionable activities IAW Appendix B. 

     d.  Maine Air National Guard (MEANG).  

           (1)  Establish and execute an IO Program IAW AFI 14-104 and ANG 14-101.

           (2)  Provide the State Inspector General with Duty Appointment orders for the primary and alternate ANG IO monitors. 

           (3)  Ensure intelligence training is conducted IAW AFI 14-104.

           (4)  Provide dates of scheduled IO Inspections by higher headquarters.

           (5)  Provide an IO report Not Later Than the 15th day of the last month of each quarter to the State IG for inclusion into the State Quarterly IO Report.

           (6)  Report any questionable activities IAW Appendix B. 

 e.  Major Subordinate Commands.  

            (1)  Ensure intelligence training is conducted in accordance with appropriate 

regulations.  Inspect intelligence functions and activities of subordinate units IAW    

the checklist at Appendix A (below) annually.

            (2)  Report questionable activities through command channels IAW Appendix B (below).  

            (3)  Ensure no adverse actions are taken against personnel reporting improper 

intelligence activities.

(4)  MEARNG MACOM’s will appoint a MACOM Intelligence Oversight 

Officer. 

(5)  Maintain copies of current orders appointing Primary and Alternate IO 

Officers for each subordinate unit.

            (6)  Ensure no activity, which could potentially result in use of information on US 

persons, is performed in MENG facilities unless authorized by the appropriate 

command in paragraph 7, below.

            (7)  Ensure all personnel receive initial training within 90 day of assignment to the 

unit and annual/refresher IO training.  Copies of training records/rosters will be maintained for two years to document this requirement.  

            (8)  Provide a Memorandum for Record of completed inspections NLT the 15th day of the final month of each quarter to the State Inspector General.  These inspection dates will be included in the Quarterly IO Report to the National Guard Bureau.

      f.  State Inspector General.

(1) Provide oversight to the MENG IO Program.

(2)  Identify Army and Air organizations, staffs or offices that meet the requirements of AR 381-10/AFI 14-104, that are capable of conducting intelligence collection and ensure that they are in compliance with all appropriate directives.

(3) Provide staff assistance to organizations with IO programs as required.

Ensure changes in IO program requirements are provided to all organizations.  

(4) Conduct annual inspections of Major Subordinate Commands IO Programs.  The state IG will inspect each unit level S-2 on and annual basis in conjunction with the Organization Inspection Plan (OIP).  These inspections results will be reported to should be reported to the IG for inclusion in the Quarterly Report.  

(5)  Prepare and submit Quarterly Intelligence Oversight (IO) quarterly reports to NGB- IGO.  Quarterly reports are due to the NGB-IGO office on the following dates:

1st Qtr  -  1 Oct – 31 Dec
Report due to MENG-IG NLT 25 Sep 

2nd Qtr  -  1 Jan – 31 Mar
Report due to MENG-IG NLT 15 Dec

3rd Qtr  -  1 Apr – 30 Jun
Report due to MENG-IG NLT 25 Mar

4th Qtr  -  1 Jul – 30 Sep
Report due to MENG-IG NLT 25 Jun

            g.  State Judge Advocate (SJA).

(1)  Provide legal interpretation of state law and applicable directives as they 

relate to local information or intelligence collection activities.

6.  INTELLIGENCE TRAINING.

a.  Training in the various intelligence disciplines is authorized IAW established Army regulations and policies.  

b.  If information is obtained on US persons incidental to authorized training, it should only be retained if it indicates activities that violate federal, state or local law; and then only until it has been conveyed to appropriate agencies.  

c.  MENG personnel are not authorized to obtain warrants for, or use MENG expertise and equipment in actual performance of a wiretap (IAW Procedures 5 and 6, DoD 5340.1-R).  This can only be accomplished by the supported law enforcement agency.


d. Realistic ARNG counterintelligence training and low level source training is encouraged.  If these activities take place in a public area, local law enforcement agencies must first be informed.  The “targets” of this training cannot be private persons unless they are also National Guard members with whom the organizations conducting the training have received prior consent.  An example of this might include a field exercise where counterintelligence agents trail “suspects” to gather information.  This type of training is authorized if the “suspects” know that they are role-playing guard members.  Training relationships could also be established with active duty organizations.

7.  INTELLIGENCE OPERATIONS.

a.  The following guidance applies to Counterintelligence (CI) activities: 

(1) Counterintelligence (CI) involves gathering information and performing activities to protect against espionage, other intelligence activities, sabotage, or assassinations conducted for or on the behalf of foreign powers, organizations, persons, or international terrorist activities.

(2) MENG CI personnel could become involved in a counterintelligence mission upon mobilization or by functioning in direct support of an active component organization IAW AR 381-20.

(3) There is no National Guard units authorized to engage in counterintelligence activities, excluding training.

(4) Other possible CI activity falls under the jurisdiction of the Federal Bureau of Investigation (FBI).  This delineation of responsibility is based on “The Agreement between the Deputy Secretary of Defense and Attorney General, April 5, 1979,” an extract of which is annotated on page 17 of AR 381-10.  This reference clearly indicates that the National Guard does not have the independent authority necessary to engage in counterintelligence missions, except purely for training purposes.

b.  Imagery Intelligence (IMINT) can include photographic, infrared, radar, and electro-optic tools and systems that capture images using ground or aerial based systems.  These systems, once confined to terrain mapping or for use in military exercises, are now used in support of counter-drug operations.  As long as these systems are not targeted against US persons, and guard members are following the guidelines in NGR (AR) 500-2/NGR (AF) 55-6, training exercises can employ this equipment.

The proponent of this regulation is the Maine National Guard Inspector General Office.  Users are invited to send comments to ATTN: MAINE-, The Adjutant General, [Address].







TAG signature block 







Major General, MAINENG







The Adjutant General
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Appendix A:  Intelligence Oversight Inspection Checklist

	Intelligence Oversight

	Unit:
	Date:
	Location:

	
	
	

	Area to be Inspected
	GO
	NO/GO
	N/A
	Remarks

	
	
	
	
	

	I.  General IO Questions: (Does not count toward an overall pass or fail score)

	     a.  When was the last time an intelligence oversight inspection was conducted on your unit/activity (no specific reference)?  
	 
	 
	 
	 

	     b.   Do personnel receive initial and annual IO briefings and are the briefings documented: NGR 20-10 (par. 3-1(a), page 3)?  
	 
	 
	 
	 

	Number of Areas Evaluated:
	0

	Number of GOs
	0

	Number of NO GOs
	0

	Perecnt GOs
	#DIV/0!

	II.  Intelligence Oversight Administration: (GO = 5 of 7)

	a.  Does the organization have additional duty orders on file appointing primary and alternate Intelligence Oversight (IO) monitors: NGR 20-10 (par. 3-1(a), page 3)?  
	 
	 
	 
	 

	b.  Do personnel receive initial and annual IO briefings and are the briefings documented: NGR 20-10 (par. 3-1(a), page 3)?  
	 
	 
	 
	 

	c.  Do unit personnel, performing intelligence duties, know the identity of the IO monitors: NGR 20-10 (par. 3-1(a), page 3)?  
	 
	 
	 
	 

	d. Has a unit SOP been established to ensure members do not engage in unauthorized intelligence activities: NGR 20-10 (par. 3-1(c), page 3)? (Only a very basic SOP is needed) 
	 
	 
	 
	 

	e.  Is Counter Intelligence training being cinducted?  Are local law enforcement agencies informed of this training if it is conducted in a public place  NGR 20-10 (par. 3-3 (4))? 
	 
	 
	 
	 

	f.  Does the organization collect, analyze, retain, or disseminate any information concerning U.S. persons: NGR 20-10 (appendix C, par. C-6, page 7)? 
	 
	 
	 
	 

	          (1).  If so, is it for valid military support to civil authority missions, support of counterdrug missions, or other properly authorized missions? (only 3 possible) 
	 
	 
	 
	 

	          (2).  Is there a possible criminal threat?  
	 
	 
	 
	 

	g.  Are personnel familiar with what procedure 15 is NGR 20-10 (Appendix A, pg 6)?
	 
	 
	 
	 

	h.  Do personnel in the unit/activity understand the reporting procedures for reporting “questionable activities” within the MEARNG:  MEARNG Reg. (par. 5(b)(2), page 4) / NGR (par. 3-2(a-e), page 3)?  
	 
	 
	 
	 

	Number of Areas Evaluated:
	0

	Number of GOs
	0

	Number of NO GOs
	0

	Perecnt GOs
	#DIV/0!

	III.  Policy Book Make-up:  (GO = 9 of 13)

	1.  Does the unit/activity maintain a Policy Book with the applicable regulations noted below: NGR 20-10 (appendix C, par. C-3, page 6)?  
	 
	 
	 
	 

	     a.  DoD 5240.1 (DoD Intelligence Activities)
	 
	 
	 
	 

	     b.  DoD 5240.1-R  (Procedures Governing the Activities of DoD Intelligence Components)       
	 
	 
	 
	 

	     c.  AR 381-10 (U.S. Army Intelligence Activities)
	 
	 
	 
	 


     d.  AR 381-20 (U.S. Army Counterintelligence Activities)

	
	 
	 
	 
	 

	     e.  NGR (AR) 381-10 (Conduct of Intelligence Activities)
	 
	 
	 
	 

	     f.  NGR (AR) 500-2 (National Guard 
         Counterdrug Support)     
	 
	 
	 
	 

	    g. NGR 20-10 (Inspector General Intelligence Oversight Procedures)
	 
	 
	 
	 

	     h. Additional Duty Appointment Orders
	 
	 
	 
	 

	     i. IO Briefing 
	 
	 
	 
	 

	     j. Documentation of Initial Briefing / (Briefing Statement)
	 
	 
	 
	 

	     k. Documentation of Annual Briefing / (Briefing Statement)
	 
	 
	 
	 

	     m. Memorandums/Policy Letters/IOP   
          Correspondence
	 
	 
	 
	 

	Number of Areas Evaluated:
	0

	Number of GOs
	0

	Number of NO GOs
	0

	Perecnt GOs
	#DIV/0!

	Remarks Summary: 

	 

	 

	 

	 

	 

	 

	 

	 

	 

	 

	 

	 

	 

	 

	 

	 

	TOTAL AREAS EVALUATED 
	0

	TOTAL AREAS RATED GO 
	0

	TOTAL AREAS RATED NO GO 
	0

	PERCENT RATED GO         
	#DIV/0!


To Report Suspected Intelligence Oversight Program Violations

(MAINEARNG REG 381-10/MAINE ANG Inst. 14-104)

Notify your

Unit Intelligence Oversight Monitor:      

    Primary:            ____________

   Alternate:           ____________

Unit Commander:         ____________

State IO Monitor:

    Primary:             ____________

    Alternate:           ____________

MAINE National Guard Inspector General:  

    [State Inspector General]/Phone:  xxx-xxx-xxxx

Judge Advocate General:  

    [State JA]/Phone:  xxx-xxx-xxxx

Appendix C

Questionable Activity Report

Format

1.  Description of the questionable activity.

2.  Date, time and location of occurrence.

3.  Individual or unit responsible for the questionable activity.

4.  Summary of the incident including reference to particular portions of AR 381-10 that apply.

5.  Status of the investigation regarding the incident.  (To be filled out by the State IG).


If the report does not contain any sensitive information it can be e-mailed directly to MAJ Jim Piggott at James.Piggott@ME.NGB.Army.Mil or faxed to DSN 476-9872 (comm.) (207) 626-9872 otherwise, please mail it to:

Office of the Inspector General

ATTN: MENG-IG, MAJ Piggott

Camp Keyes

Augusta, Maine 04333
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